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editor’s preface

The digital revolution continues to alter both local culture and the world in ways that
few could have imagined when the seeds of the Internet were sown more than 40 years
ago. The Internet allows ideas, news and other information to flow more freely than
ever before, making it increasingly difficult for nations to control this flow at their
geographical borders. Moreover, the Internet is forcing changes in many long-standing
business models. It now serves for many as the preferred means of communication and
media delivery, displacing or supplementing other means, such as traditional copper
phone service, print media, subscription TV services and broadcast networks, in the
process. The Internet now also serves as a new marketplace for goods and services, as well
as a primary research tool for many.
New technologies place into our hands more computing power than was used
by astronauts when the Internet was in its infancy. The proliferation of these mobile
devices – smartphones and tablet computers – leads many to employ texting, e-mail and
blogging instead of communicating by the spoken word. We expect to have constant
access to the networks that we use in this manner to stay in contact with our social circles
and the rest of the world. And our most intimate thoughts are often now memorialised
for the long term, in ways that can be potentially used by third parties for purposes we
have not truly anticipated.
The legal frameworks in many jurisdictions are now straining under these disruptive
changes. The old adage that technology outpaces the law is more true today than ever.
No doubt, the ‘hands-off’ approach to the Internet that many lawmakers and regulators
once took has facilitated many of these developments. At the same time, policymakers
are now struggling with new types of concerns, as broadband Internet access service
becomes more and more essential to our lives. Is the marketplace responding to the
needs of consumers? Are broadband networks being deployed everywhere that they are
needed? Are the capabilities of those networks adequate? If not, how should government
ensure that none of its citizens is left behind? Is it appropriate for government to invest
in broadband infrastructure in a manner similar to its historical investment in roads,
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bridges, and other critical infrastructure? Is it fair to liken broadband service to a utility,
or does the state of competition make that an unfair analogy? Can government provide
the best overall solution, or should it just fill in any infrastructure ‘gaps’ not closed by
commercial providers? Should government establish ‘ground rules’ upfront, or should it
intervene when it perceives that abuses of market power exist? How does government
avoid skewing the competitive marketplace by (inadvertently or otherwise) preferring
one type of technology over another and thus effectively picking the winners and losers
who otherwise might emerge in the marketplace, and challenge the incumbents? Who
are the new ‘gatekeepers’ in the Internet broadband distribution chain, and is it enough
to focus on regulating the network operators when others further up the chain, such as
application service and equipment providers, have more influence than ever before on
what information we access and how we access it?
This expectation of instant and continuous mobile connectivity, and the
development of bandwidth-intensive ‘apps’, create an increasing demand on the limited
radio frequency spectrum asset. While digital technologies allow more efficient use of
spectrum than ever before, the laws of physics still render some spectrum bands more
valuable than others for mobile communications. The demand for wireless spectrum
outstrips the supply in many markets, and regulators are increasingly being forced to
‘refarm’ spectrum bands that were designated for other purposes before the mobile
broadband revolution was a glimmer in anyone’s eye.
This third edition of The Technology, Media and Telecommunications Review
provides an overview of the evolving legal constructs that govern these types of issues
in 29 jurisdictions around the world. Although the authors cannot fully address each of
these topics in the following articles, we hope this book provides a helpful framework for
starting your analysis.
John P Janka
Latham & Watkins LLP
Washington, DC
September 2012
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Chapter 28

United Kingdom
Omar Shah and Gail Crawford 1

I

Overview

The establishment of the Office of Communications (‘Ofcom’) and the entry in force of
the Communications Act 2003 (‘the Act’) fundamentally altered the UK communications
landscape. The Act mirrored the technological neutrality of the EU regulatory framework
(i.e., that all transmission networks and the provision of services should be covered by a
single regulatory framework). It also reflected the EU’s desire progressively to eliminate
ex ante sector-specific regulation in the largely liberalised communications markets. In
addition, the creation of Ofcom saw the consolidation of a patchwork of five previously
distinct regulators with authority over telecommunications and broadcasting into a
single unified regulator. Following the enactment of the Postal Services Bill, Ofcom
also took over the duties of Postcomm in regulating the postal sector and, in particular,
the incumbent postal operator, Royal Mail. Ofcom’s current priorities are set out in its
2012–13 Annual Plan.2
II	REGULATION
i

The regulators

Ofcom is the independent communications regulator in the UK. The Department for
Culture, Media and Sports (‘the DCMS’) remains responsible for certain high-level
policy formulation and the promulgation of legislation (a role held by the Department
of Business, Innovation and Skills prior to 2011) but most key policy initiatives are

1

2

Omar Shah and Gail Crawford are partners at Latham & Watkins LLP. The authors would
like to acknowledge the kind assistance of their colleagues Susan Kennedy, Amy Taylor, Simon
Yeung and Gracie Garnham in the preparation of this chapter.
Available at www.ofcom.org.uk.
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constructed and pursued by Ofcom. Ofcom has largely delegated its duties for radio
and TV advertising to the Advertising Standards Authority (‘the ASA’) and a number
of new regulatory bodies have been established within the ASA (such as the Broadcast
Committee of Advertising Practice).
Ofcom’s principal duty is ‘to further the interests of citizens in relation to
communications matters and to further the interests of consumers in relevant markets,
where appropriate by promoting competition’. This is embodied in Ofcom’s five strategic
purposes:
a
promoting effective and sustainable competition;
b
promoting the efficient use of public assets;
c
helping communications markets to work for consumers;
d
providing appropriate assurances to audiences on standards; and
e
contributing to and implementing public policy defined by Parliament.
Ofcom’s specific duties fall into six main areas:
a
ensuring the optimal use of the electromagnetic spectrum;
b
ensuring that a wide range of electronic communications services – including
high-speed data services – is available throughout the UK;
c
ensuring a wide range of TV and radio services of high quality and broad appeal;
d
maintaining plurality in the provision of broadcasting;
e
applying adequate protection for audiences against offensive or harmful material;
and
f
applying adequate protection for audiences against unfairness or the infringement
of privacy.
In addition, the Body of European Regulations in Electronic Communications (‘BEREC’)
formed after the adoption of Regulation (EC) 1211/2009 is now playing an increasingly
significant role at a pan-European level. BEREC replaces the European Regulators
Group and acts as an exclusive forum and vehicle for cooperation between national
regulatory authorities (‘NRAs’) and between NRAs and the European Commission (‘the
Commission’).
The prevailing regulatory regime in the UK is contained primarily in the Act,
which entered into force on 25 July 2003. Broadcasting is regulated under a separate part
of the Act, in conjunction with the Broadcasting Acts of 1990 and 1996. Other domestic
legislation also affects this area, in particular, the Wireless Telegraphy Act 2006; the
Digital Economy Act 2010; the Data Protection Act 1998; the Privacy and Electronic
Communications (EC Directive) Regulations 2003 (as amended by the Privacy and
Electronic Communications (EC Directive) (Amendment) Regulations 2011); the
Freedom of Information Act 2000; the Regulation of Investigatory Powers Act 2000; the
Enterprise Act 2002; and the Competition Act 1998.
Following the review of the European Framework for Electronic Communications
Regulation (‘the Revised Framework’), the government adopted the Electronic
Communications and Wireless Telegraph Regulations 2011 on 4 May 2011, which
amended the Communications Act, the Wireless Telegraphy Act and other primary
and secondary legislation, and implemented most aspects of the EU Better Regulation
Directive (2009/140/EC) and the Citizens’ Rights Directive (2009/136/EC).
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The ongoing review of the European data protection regime took a significant
step forward in early 2012 with the release of a draft general data protection regulation3
(‘the Draft Data Protection Regulation’). This proposes significant changes to the
current European framework, and would be directly applicable in each European
Member State. It will be several years before the ongoing review is complete and the
revised framework in force.
In May 2011, the DCMS also launched a review of communications regulation
intended to lead to a new communications regulatory framework to be in place by 2015,
focused on three key aspects: growth innovation and deregulation; a communications
infrastructure that provides the foundations for growth; and creating the right environment
in which the content industry may thrive. In June 2012, the DCMS announced that,
following responses to its May 2011 review, it had concluded that a complete overhaul
of the legislation was not required, but it recognised the need to update the regulatory
framework to ensure that it is fit for the digital age. To inform the development of the
regulatory framework the government held a range of seminars to obtain industry and
public opinion on topics including: driving investment in TV content; competition in
the content market; the consumer perspective; maximising the value of spectrum; and
supporting growth in the radio sector. A White Paper is expected be published in early
2013 with a Communications Bill to follow shortly thereafter.
ii

Regulated activities

Ofcom oversees and administers the licensing for a range of activities, including, broadly
speaking, mobile telecommunications and wireless broadband, broadcast TV and radio,
and the use of radios for maritime, aeronautical and business purposes.
The Communications Act replaced the system of individual licences with a
general authorisation regime for the provision of ECN providers or ECSs. Operators of
ECNs and ECSs that comply with the General Conditions of Entitlement as regulated
in the Act may provide ECNs and ECSs. Besides the general conditions, individual
ECN or ECS operators may also be subject to further conditions specifically addressed
to them. These may fall into four main categories: universal service conditions; access
related conditions; privileged supplier conditions; and conditions imposed as a result of
a finding of significant market power (SMP) of an ECN operator or an ECS provider in
a relevant economic market.
Mobile and satellite services require licences under the Wireless Telegraphy Act
2006 to authorise the use of the operators’ radio transmission equipment and earth
stations on specified frequencies. Under the Act, Ofcom should adopt decisions on the
rights of use within six weeks for radio frequencies allocated for specific purposes within
the national frequency plan and, in any other case, as soon as possible after receipt of the
application.

3

Proposal [2012] COD 0010.
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iii

Ownership and market access restrictions

No foreign ownership restrictions apply to authorisation to provide telecommunications
services, although the Act directs that the Secretary of State for Culture, Olympics,
Media and Sport (a government minister) (‘the Secretary of State’) may require Ofcom
to suspend or restrict any provider’s entitlement in the interests of national security.
In the context of media regulation, although the Act and the Broadcasting Acts
impose restrictions on the persons that may own or control broadcasters, there are no
longer any rules that prohibit those not established or resident in the EEA from holding
broadcasting licences. At the end of 2011, Ofcom was asked by the Secretary of State to
report on measuring media plurality in light of the proposed acquisition of British Sky
Broadcasting Group by News Corporation. In its June 2012 report, Ofcom suggested
that although a market share prohibition is simple to understand, it did not believe a
prohibition on market share was currently advisable, and recommended that plurality
concerns should be addressed through a periodic plurality review.
iv

Transfers of control and assignment

The UK operates a voluntary merger control regime (i.e., there is no requirement to seek
clearance prior to completing a merger in the UK).4
The two main administrative bodies currently responsible for UK merger control
are the Office of Fair Trading (‘the OFT’) and the Competition Commission (‘the CC’).
However, on 15 March 2012, the government announced reforms of the UK competition
regime that will see the OFT and the CC merged to form a single Competition and
Markets Authority (‘the CMA’), which will, inter alia, be responsible for UK merger
control. It is expected that the CMA will become operational by April 2014. Until that
point the OFT continues to be the primary competition regulator in the UK and is
responsible for monitoring general merger activity and for conducting first-stage merger
control reviews, while the CC is tasked with conducting the second stage of the merger
review process. The OFT consults Ofcom in considering transactions in the broadcast,
telecommunications and newspaper publishing markets.5
The Secretary of State also retains powers under the Enterprise Act to intervene
in certain merger cases, which include those that involve ‘public interest considerations’.
In the context of media mergers, such considerations include, for example, the need
to ensure sufficient plurality of persons with control of media enterprises serving UK
audiences, the need for the availability throughout the UK of high-quality broadcasting
calculated to appeal to a broad variety of tastes and interests and the need for accurate
presentation of news, plurality of views and free expression in newspaper mergers.
In such cases, such as the proposed acquisition by News Corporation of British Sky
Broadcasting Group plc (‘BSkyB’), the Secretary of State may require Ofcom to report

4

5

However, note that changes in control of certain radiocommunications and TV and radio
broadcast licences arising as a result of mergers and acquisitions may in certain circumstances
require the consent of Ofcom.
The CMA, once set up, will be expected to consult Ofcom in considering transactions in the
broadcast, telecommunications and newspaper publishing markets.
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on the merger’s potential impact on the public interest as it relates to ensuring the
sufficiency of plurality of persons with control of media enterprises. Ofcom is also under
a duty to satisfy itself as to whether a proposed acquirer of a licence holder would be ‘fit
and proper’ to hold a broadcasting licence pursuant to Section 3(3) of each of the 1990
and 1996 Broadcasting Acts. For example, as a result of the recent ongoing criminal
investigation and parliamentary inquiry into allegations of phone hacking by journalists
employed by News Corporation, and the potential involvement of the management of
News Corporation in that conduct, Ofcom has sought to keep itself informed of those
investigations in order to make its determination as to whether BSkyB is a fit and proper
holder of its broadcasting licences. On 20 September 2012, Ofcom announced that Sky
is indeed fit and proper to hold its broadcasting licences, but has reserved the right to
reconsider its findings if further evidence comes to light in the future.
III

TELECOMMUNICATIONS AND INTERNET ACCESS

i

Internet and Internet protocol regulation

As previously noted, the Act is technology-neutral and as such there is no specific regulatory
regime for Internet services. ISPs are also ECNs or ECSs depending on whether they
operate their own transmission system and are entitled to provide services under the Act
in compliance with the general conditions and, where applicable, specific conditions.
VoIP and VoB are specifically subject to a number of general authorisation
conditions under the Act, such as those related to emergency call numbers.
Following various market reviews, Ofcom has imposed conditions on access to
the Internet on BT and KCOM (formerly Kingston Communications) where it found
that these had SMP.
In the context of the ‘net neutrality’ debate, the Revised EU Framework adopted a
range of Internet traffic management provisions allowing national regulatory authorities
such as Ofcom to adopt measures to ensure minimum quality levels for network
transmission services and to require ECN and ECS operators to provide information
about the presence of any traffic-shaping processes operated by ISPs. These provisions
were implemented into the UK telecoms legislation following the legislative changes
approved by the government on 4 May 2011.
In June 2010, Ofcom published a consultation paper in order to open the debate
on what, if any, regulatory intervention should be required in connection with Internet
traffic management. Following this consultation, Ofcom announced in November 2011
that market forces should be sufficient to address issues in relation to Internet traffic
management, but Ofcom will consider using its powers to impose minimum quality of
service levels if innovation is under threat from traffic management.
In a statement of November 2010 setting out its views on net neutrality, the
coalition government announced that it does not propose to legislate further to regulate
traffic management, though it stressed the importance of maintaining an open Internet
in which all users could access any legal content, ensuring that ISPs’ traffic management
policies are transparent to consumers, and allowing ISPs to manage their networks to
ensure a good service, which will in its turn encourage investment and innovation.
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In March 2011, the Broadband Stakeholders’ Group published a voluntary
industry code of practice on traffic management transparency for broadband services
introducing transparency requirements on IPSs’ traffic management practices.
The net neutrality debate also continues at EU level. In April 2011, the
Commission published its Communication on the open Internet and net neutrality.
In November 2011, the European Parliament adopted a resolution on net neutrality in
Europe calling upon the Commission to monitor the development of internet traffic
management practices in particular. In July 2012 the Commission issued a consultation
on specific aspects of net neutrality including transparency, traffic management and
switching. The Commission intends to publish guidance in this area in 2013.
ii

Universal service

Universal service is provided under the Act by way of the Universal Service Order. Universal
service obligations in the UK cover ECNs and ECSs and activities in connection to these
services. Ofcom designated BT and KCOM as universal service providers (‘USPs’) in the
geographical areas they cover.
In September 2008 and March 2010, the Commission launched a consultation on
whether broadband services should be included within the scope of the universal service.
The Commission’s Europe 2020 Strategy of March 2010 includes aiming for broadband
access for all by 2013, and access for all to Internet speeds of 30Mb/s or above by 2020.
The coalition government has confirmed that it supports the former Labour
government’s policy of universal access to broadband at a speed of 2Mb/s. Even though
the target was initially set for 2012, in July 2010, the Secretary of State for DCMS
publicly stated that it would be 2015 before every home in the UK had at a least 2Mb/s
broadband connection. The coalition government has stated that it expects the private
sector to lead the necessary investment but it confirmed in the Spending Review of
October 2010 that it is committed to investing £530 million until 2015 to help deliver
superfast broadband into more rural and hard-to-reach areas. A further £300 million will
be available by 2017 as part of the TV licence fee settlement. In September 2012, the
government announced £144 million in investment across 10 of the UK’s largest cities
to help provide them with superfast broadband: London, Belfast, Cardiff, Edinburgh,
Birmingham, Bristol, Leeds, Bradford, Manchester and Newcastle received £94 million
between them while smaller cities will share a £50 million fund.
The development of super-fast broadband will require the rollout of fibre-optic
cable throughout the UK telecommunications network infrastructure. In December
2010, Ofcom published its conclusions on the review of the wholesale broadband access
market setting out remedies to promote competition and investment in current and
superfast broadband services.
Access and interconnection are regulated in the UK by EU competition law and
by specific provisions in the Communications Act aimed at increasing competition. The
general conditions require all providers of public ECNs to negotiate interconnection
with other providers of public ECNs. Specific access conditions may also be imposed on
operators with SMP. Whereas prices charged to end users are not regulated, Ofcom may
regulate wholesale rates charged by certain operators to alternative operators for network
access. This is the case, inter alia, of wholesale fixed termination rates, wholesale mobile
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call termination rates, wholesale broadband access rates (as detailed above), LLU and
wholesale line rental (WLR) services, etc.
In connection with this, Ofcom has decided to impose specific conditions on
BT and KCOM in certain areas where they each enjoy SMP so as to allow alternative
operators to compete in the retail broadband market. These include an obligation to
provide general and non-discriminatory network access to BT and KCOM’s wholesale
broadband products to alternative operators on a reasonable request; an obligation to
maintain separate accounts between the services to alternative operators and its own
retail division as well as other related transparency obligations; and a charge control on
BT to ensure that charges for its broadband wholesale products are based on the costs of
provision. Network access obligations will include virtual access to new fibre lines laid
by BT (through its access service division Openreach), allowing alternative operators to
combine their own electronics with physical infrastructure rented from BT.
iii

Restrictions on the provision of service

The Digital Economy Act gives power to the Secretary of State to impose obligations on
ISPs to limit the Internet access of subscribers who engage in online copyright infringement.
Under the Digital Economy Act, Ofcom has proposed a code of practice (in the absence
of a code put forward by the industry) governing the ‘initial obligations’, which require
ISPs to send notifications to their subscribers following receipt of reports of copyright
infringement from copyright owners. ISPs must also record the number of reports made
against their subscribers and provide copyright owners, on request, with an anonymised list
that enables the copyright owner to see which of the reports it has made are linked to the
same subscriber (also known as the copyright infringement list). The implementation of
the initial obligations code is subject to an appeal to the Court of Appeal, expected in late
2011, of an unsuccessful judicial review application by BT and TalkTalk.
iv

Security

Privacy and consumer protection
In the United Kingdom, consumers’ personal data is primarily protected by the Data
Protection Act 1998 (‘the DPA’), which implements the EU Data Protection Directive
(‘the Data Protection Directive’),6 and by the Privacy and Electronic Communications
(EC Directive) Regulations 2003 as amended last year by the Privacy and Electronic
Communications (EC Directive) (Amendment) Regulations 2011 (‘E-Privacy
Regulations’), which implement the EU Directive on Privacy and Electronic
Communication,7 as amended by EU Directive 2009/136/EC (‘the E-Privacy Directive’,
and together with the Data Protection Directive, the ‘EU Directives’).
The DPA is based around the principles in the Data Protection Directive that
impose strict controls on the processing (including disclosure) of personal data including:
a
providing one or more listed conditions that must be met to ensure personal data
is processed fairly and lawfully;

6
7

Directive 95/46/EC.
Directive 2002/58/EC.
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the requirement that data can generally only be processed for the purpose for
which is was obtained, must be kept accurate and up to date and for no longer
than is necessary, and must not be excessive;
the requirement that data be kept secure (i.e., be protected against unlawful
processing and against accidental loss, destruction or damage); and
the restriction that data cannot be transferred to countries outside the EEA unless
certain conditions are met.

The restrictions in the DPA can affect the ability of a business to disclose information to
third parties including public bodies unless certain conditions are met.
The E-Privacy Regulations introduced further rules for the electronic
communications sector including:
a
controls on unsolicited direct marketing;
b
restrictions on the use of cookies; and
c
rules on the use of traffic and location data.
The Draft Data Protection Regulation, in its current form, would radically change the
current UK – and broader European – data protection framework. The proposed draft
will now go through several further legislative steps at a European level and is therefore
likely to change significantly before it is finalised and implemented. The broad themes of
the revised European regime are a strengthening of individual privacy rights, an emphasis
on responsibility and accountability, and a desire to simplify and harmonise the rules
across Europe.
In the European Commission’s view, the proposed regime will bring various costs
savings to organisations operating in Europe (by harmonising the rules across the Member
States and simplifying certain administrative requirements), will lead to more efficient
cooperation between national regulators and businesses and will set the ‘gold standard’
for data protection law. There has, however, been significant criticism by numerous
industry groups, and by various Directorates-General within the European Commission,
on the basis that certain protections are disproportionately restrictive, create additional
administrative and operational burdens for businesses to an inappropriate and unjustified
extent, and dilute the potential benefits of the harmonising effect of the regulation by
reserving various powers to Member States to put in place additional national rules.
The key changes under the Draft Data Protection Regulation include:
a
the form of the new rules as a regulation, rather than a directive, which will be
directly applicable in every European Member State;
b
the removal of the requirement to notify or register data processing activities with
the national regulator;
c
the introduction of an extraterritorial effect, resulting in the regulation applying
not only to organisations established within the EEA, but also to organisations
established outside the EEA but offering goods or services to, or monitoring the
behaviour of, individuals in the EEA;
d
a tightening of the requirements for valid consent, with the effect that consent
will only be deemed to be valid if it is freely given, specific, informed and explicit;
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a stricter approach to the export of data outside the EEA, resulting from the
general standards of data protection being raised throughout the draft regulation
as a whole;
the introduction of mandatory data breach notification requirements (including
notification within strict time periods to both the national regulators and to data
subjects affected by the breach);
the introduction of a right to be forgotten and a right to data portability; and
maximum fines of 2 per cent of an organisation’s annual global turnover for
breaches.

Under the current DPA framework, the Information Commissioner’s Office (‘the ICO’)
is responsible for the implementation and enforcement of the DPA and the E-Privacy
Regulations as well as the Freedom of Information Act 2000 (which provides individuals
with the ability to request disclosure of information held by public authorities).
The ICO is increasingly focused on enforcement, following a bolstering of its
powers in April 2010 that enable the ICO to impose fines directly of up to £500,000
(whereas previously enforcement notices had to be issued and fines could only be
imposed if these were breached). Since March 2011, the ICO has issued civil monetary
penalty notices totalling over £2 million – a dramatic increase on the previous year’s
total of just over £430,000. Despite this relative increase in financial penalties, the ICO
maintains its generally pragmatic approach to the implementation and enforcement of
the EU Directives, perhaps taking a more balanced view of the commercial reality of the
international business community than some other European regulators. Since March
2011, the ICO has imposed 10 civil monetary penalty notices, primarily against local
government bodies, including its latest significant fine of £325,000 against Brighton
and Sussex University Hospitals NHS Trust, after hard drives containing the sensitive
personal data of tens of thousands of patients and employees were sold on an online
auction site by an individual engaged by the Trust’s IT services provider. The largest fine
imposed by the ICO on a private business to date is the £150,000 civil monetary penalty
notice issued in July 2012 against Welcome Financial Services Limited. The fine followed
the loss of unencrypted back-up tapes containing personal data, including bank account
information, from over 500,000 employees and customers.
The most common ground for large fines and enforcement action is loss of data
and other major data breaches. The ICO takes a serious view of loss of unencrypted data.
Where financial institutions are involved, the ICO often works in conjunction with the
FSA. By way of example, Zurich was fined a record £2.3 million by the FSA in August
2010 for loss of an unencrypted backup tape.
Individual data subjects have the right under the DPA to notify a data controller to
cease or not to begin processing their personal data for the purposes of direct marketing.
Under the E-Privacy Regulations, an organisation must obtain prior consent before
sending a marketing message by automated call, fax, e-mail, SMS text message, video
message or picture message to an individual subscriber. There is a limited exemption
for marketing by electronic mail (both e-mail and SMS) that allows businesses to send
electronic mail to existing customers provided (1) they are marketing their own goods
or services; (2) such goods and services are similar to those that were being purchased
when the contact information was provided, and (3) the customer is given a simple
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opportunity to opt-out free of charge at the time the details were initially collected and in
all subsequent messages. The same maximum fine (of £500,000) also applies to breaches
of the E-Privacy Regulations.
Under the E-Privacy Regulations, location data (any data that identifies the
geographical location of a person using a mobile device) can be used to provide value
added services (e.g., advertising) only if the customer has given prior consent.
The requirements for the use of cookies and similar devices have changed
significantly following the amendments to the E-Privacy Regulations (implementing
amendments to the E-Privacy Directive brought in by EU Directive 2009/136/EC)
in May 2011. Previously, cookies and similar devices could be used on the condition
that the user of the relevant terminal equipment was given clear and comprehensive
information about the reasons for storing and accessing the information collected by the
cookie, and could refuse the storage of, or access to, information collected by cookies,
including by using browser settings.
The key change under the revised E-Privacy Regulations is the requirement of
consent of the user of the relevant terminal equipment, unless the cookie is strictly
necessary to provide an online service requested by the user (such as online shopping
basket functionality, session cookies for managing security tokens throughout the site,
multimedia flash cookies enabling media playback, or load balancing session cookies).
The ICO’s ‘grace period’ for businesses following implementation of the amended
rules came to an end in May 2012. While this has not been followed by widespread
enforcement by the ICO, the ICO is already working with a number of larger online
businesses on an informal basis to ensure compliance with the new consent requirements.
The ICO’s latest guidance promotes a transparent and proportionate approach to the
amended rules, and makes clear that it expects organisations to understand exactly what
cookies and other technology that collect user information are used on its site (by both
the organisation itself and third party advertising networks); to take steps to give clear
and accessible information to users; and to obtain appropriate consent for such cookies.
The ICO also makes clear that implied consent can be a valid option for less intrusive
cookies, depending upon the quality and accessibility of the information provided to
the user. Consent signified through the user’s browser settings is also likely to be an
option in the future, although the ICO has indicated that current browser settings are
not sufficient for these purposes. However, the ICO continues to work with industry
and browser manufacturers to develop enhanced browser settings, which would provide
greater functionality for the user to select and amend their ‘permission levels’ for cookies,
as well as limitations on browser default settings (prohibiting default consent to all
cookies), and which would be considered sufficient by the ICO.
In practice, steps are now being taken by most reputable UK websites to comply
with these consent requirements; these comprise a variety of compliance approaches,
ranging from banner notices with tick boxes for active consent (the ICO’s own cookie
solution on its website being one example of this), to one-time banners or pop-overs
giving brief information and allowing the user to take steps to disable the site’s cookies if
they wish to do so before continuing to use the site.
It is worth noting that many other European countries have not yet updated
their national legislation to deal with this controversial new consent requirement, and
those that have taken different approaches. For example, the Republic of Ireland’s
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revised legislation (the European Communities (Electronic Communications Networks
and Services) (Privacy and Electronic Communications) Regulations 2011) expressly
provides that user consent to cookies may be given by the use of appropriate browser
settings (or other technological applications), whereas the revised Danish rules (under
the Executive Order on Information and Consent Required in Case of Storing and
Accessing Information in End-user Terminal Equipment) makes no express provision
for browser settings to effect consent, but strictly prohibits the use of cookies without
the user consenting to such use, having been provided with comprehensive information
about the storing of, or access to, the cookie data (such information to include details of
the information collected by the cookie, who sets it, the purposes of the cookie, how long
the information will be stored for and how to delete it).
A further change brought in by the revised E-Privacy Regulations is the
introduction of mandatory data security breach notification requirements. These new
obligations fall on the providers of public ECNs or ECSs, and require such service
providers to promptly inform the ICO of a personal data security breach and, where
that breach is likely to adversely affect the personal data or privacy of a customer, that
customer must also be promptly notified.
Data retention, interception and disclosure of communications data
Public Communications Providers (e.g., providers of fixed network telephony, mobile
telephony and Internet access, Internet e-mail or Internet telephony) must retain traffic,
subscriber and where relevant location data for a period of 12 months.8 No data revealing
the content of the communication can be retained.
The Regulation of Investigatory Powers Act 2000 (‘RIPA’) imposes a general
prohibition on the interception of communications without the consent of both the
sender and recipient, unless a warrant is issued by the Secretary of State. Interception
warrants can be requested by a limited number of individuals heading various security
and law enforcement bodies, HMRC or by another state under a mutual assistance treaty.
The grounds for issuing warrants are that the interception is in the interests of national
security, for the purpose of preventing or detecting serious crime or for the purpose of
safeguarding the economic well-being of the UK.
Public telecommunications service providers who provide (or intend to provide)
services to more than 10,000 users9 may be required to maintain interception capabilities
on receipt of a notice from the Secretary of State. In certain circumstances, contributions
will be made towards the costs of implementing intercept capabilities or responding to
warrants.
There is a similar prohibition on the disclosure of communications data (e.g.,
subscriber, traffic and location data); however, no warrant is needed to allow disclosure.
Disclosure can be made on request by a far wider range of public bodies and the grounds
on which requests can be made are far broader including that the request is in the
interests of public safety, for the purpose of protecting public health or, for the purpose

8
9

Section 4 of the Data Retention (EC Directive) Regulation 2009.
Regulation of Investigatory Powers (Maintenance of Interception Capability) Order 2002.
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of assessing or collecting any tax, duty, levy or other imposition, contribution or charge
payable to a government department.
Protection for children
Currently, there is no specific legislation protecting children online. In relation to the
collection of personal data from children online, the ICO10 has indicated that consent
of a parent or guardian will normally be necessary to collect personal information from
children under the age of 12. However, whether consent will be valid, and the nature
of the consent, will depend on the complexity of the data usage and the degree of risk
associated with sharing the information in question. For example, the publication of
photos of a child, and potentially friends and family, would require a more demanding
form of parental consent and control (such as requiring the parent to register and actively
consent on the site and provide additional identification such as a credit card number),
in comparison to requesting a child’s e-mail address for the sole purpose of sending a fan
club newsletter that they have requested (in which case, a tick box consent on the site for
the child to tick and clear unsubscribe instructions may be considered more appropriate).
Parental or guardian consent is recommended by the ICO when the collection of
information from a child is likely to result in:
a
disclosure of the child’s name and address to a third party, for example as part of
the terms and conditions of a competition entry;
b
use of a child’s contact details for marketing purposes;
c
publication of a child’s image on a website that anyone can see;
d
making a child’s contact details publicly available; or
e
the collection of personal data about third parties (for example, where a child is
asked to provide information about his or her family members or friends).
The provisions of the Draft Data Protection Regulation include specific provisions on
processing personal data of children, which require parental consent for children aged
under 13 years and grant the EU Commission delegated responsibility to introduce
additional rules to protect children.
The Child Exploitation and Online Protection (‘CEOP’) Centre works to
prevent exploitation of children online; it is affiliated to the Serious Organised Crime
Agency and is made up of a large number of specialists who work alongside police
officers to locate and track possible and registered offenders. CEOP also offers training,
education and public awareness in relation to child safety online. Website operators
are encouraged to provide hyperlinks to information for parents and guardians (e.g.,
currently some social networking service providers offer ‘panic-buttons’ that link directly
to the CEOP online reporting and advisory services which enables parents and children
to report, and access advice on, cyber bullying, harmful content and sexual behaviour).
Website and software operators may also apply for the Kitemark for Child Safety
Online. This has been developed through collaboration between BSI (the UK’s national
standards body), the Home Office, Ofcom and representatives from ISPs and application
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ICO’s Personal Information Online – Code of Practice.
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developers. BSI will test Internet access control product, services, tools and other systems
for their ability to block certain categories of websites (e.g., sexually explicit, violent or
racist activity). The Home Office’s ‘Good practice guidance for the providers of socialnetworking and other user-interactive services 2008’ recommends that websites should
offer easy to use privacy settings and when dealing with child website visitors (those
under 18 years old), these privacy settings should be set to the maximum protection level
by default.
Cybersecurity
The Computer Misuse Act 2000 (as amended by the Police and Justice Act 2006) sets out
a number of provisions that make hacking and any other forms of unauthorised access
as well as denial of service attacks and the distribution of virus and other malicious code
criminal offences. Further offences exist where an individual supplies ‘tools’ to commit
the aforementioned activities.
IV	

SPECTRUM POLICY

i

Development

The Framework Directive and the Authorisation Directive, part of the Telecoms Reform
Package, requires the neutral allocation of spectrum in relation to the technology
and services proposed by the user (for example, mobile network operators and radio
broadcasters). Following on from the Telecoms Reform Package, the Commission
required Member States to adopt measures including greater neutrality in spectrum
allocation, the right of the Commission to propose legislation to coordinate radio
spectrum policy and to reserve part of the spectrum from the Digital Dividend (from
the switchover to digital television services) for mobile broadband services through the
Better Regulation Directive and the Citizens’ Rights Directive.
In the UK, Ofcom is responsible under the Act for the optimal use of the radio
spectrum in the interests of consumers. This includes, inter alia, monitoring the airwaves
to identify cases of interference and taking action against illegal broadcasters and the use
of unauthorised wireless devices.
ii

Flexible spectrum use

As the uses of the radio spectrum have increased, so the allocation of spectrum by the
regulator has developed from a centralised system, where use was determined by the
regulator, to a market-based approach, where users compete for spectrum. Currently,
auctions are the primary market tool used to implement the allocation.
Spectrum trading was introduced in the UK for the first time in 2004 and is
permitted under the Wireless Telegraphy Act and the associated regulations. Broadly,
the trading of spectrum is subject to a multi-stage process that, inter alia, requires a
decision by Ofcom whether to consent to the trade. On 22 September 2009, Ofcom
published a consultation document on proposals to streamline the spectrum trading
process to make the spectrum market more dynamic and efficient. In 2011, following the
consultation process, Ofcom concluded that it should proceed to simplify the transfer
process, in particular, by removing the need to obtain its consent for proposed trades in
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most cases. In December 2010, the government also directed Ofcom to make spectrum
used for mobile telecommunications tradable, which it implemented in 2011, including
permitting 2G spectrum to be used for the provision of 3G services by amending current
licences. The changes, set out in the Wireless Telegraphy (Mobile Spectrum Trading)
Regulations 2011, are directed at making more efficient use of the available spectrum,
and improvements in mobile services to meet the demand for faster and more reliable
services for consumers. Under the regulations, the licensee can transfer all or part of the
rights and obligations under its licence. A partial transfer, or ‘spectrum leasing’, can be
limited to a range of frequencies or to a particular area. Ofcom also plans to simplify the
process for time-limited transfers in line with the revised Framework Directive.
In 2012, Ofcom amended Everything Everywhere’s licence regarding its
1,800MHz 2G spectrum to allow the use of 4G technology. Hutchison 3G may also
benefit from the licence variation as the buyer of a portion of Everything Everywhere’s
1,800MHz band, which the company was required to divest as a result of its merger
in 2010. O2 (Telefonica) and Vodafone are expected to launch legal challenges against
Ofcom’s decision, which would allow Everything Everywhere to launch 4G services a
year ahead of its rivals.
iii

Broadband and next-generation mobile spectrum use

The restrictions on the current 2G licences are being lifted to allow the spectrum to be
used for 3G and 4G services. Ofcom is also expected to amend the terms of current 3G
licences so that the licences become indefinite as well as allowing users to trade spectrum.
In return, users will pay an annual fee (which Ofcom has yet to determine) from 2021,
when the current licences are due to expire. The bids in the auction of the 2.6GHz and
800MHz spectrum in 2013 are likely to be the relevant basis used by Ofcom to set the
annual fees for current 3G licences.
Looking ahead, Ofcom is expecting 4G mobile technology to be rolled out in the
UK from 2013, increasing the capacity of the existing 3G network by more than 200 per
cent to meet the increasing demand from consumers. The government also announced
measures in 2012 to address the potential interference to digital television services caused
by use of 800MHz spectrum for 4G services.
iv

White space

Following an earlier consultation, 2011 has seen Ofcom set out the use of free spectrum, or
‘white space’, made available from the UK’s switch from analogue to digital TV and radio,
for applications such as mobile broadband (particularly in rural areas) and enhanced Wi-Fi.
Ofcom has estimated that the bandwidth available is equivalent to the spectrum available
to current 3G services. The UK is the first country in Europe to progress its plans. A white
space device will search for spectrum that is available and check a third-party database
to find out what radio frequencies are available to ensure that it does not interfere with
existing licensed users of the spectrum. The white space devices will be licence-exempt, on
the condition that they do not interfere with existing users.
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v

Spectrum auctions and fees

In July 2012, Ofcom announced its final plans for the auction of the 2.6GHz and
800MHz bands, or 4G mobile spectrum, which includes spectrum from the Digital
Dividend. 4G technology is expected to provide more capacity at faster speeds for mobile
services on smartphones such as video streaming, e-mail and social networking sites.
Ofcom’s auction process is designed to promote competition and coverage, with the aim
of widening the coverage of mobile broadband to at least 98 per cent of the population.
To ensure competition between the national operators, Ofcom is proposing to introduce
a floor and cap on the amount of spectrum that each of the operators can win and impose
safeguard caps to prevent an operator from holding too much spectrum. Ofcom expects
the auction process to start before the end of 2012, with bidding beginning in early
2013. It also expects mobile operators to roll out 4G networks based on the auctioned
spectrum from the middle of 2013 with consumer services starting a few months later.
Ofcom has implemented changes to the terms of spectrum currently allocated to
2G services to allow the provision of 3G and 4G services and the trading of spectrum,
with a revision of the licence fees to reflect their full market value. 3G licences have been
amended to allow spectrum to be traded, with annual fees revised to account for their
full market value applying from 2021 when the licences in their current form expire.
In August 2012, Ofcom published its decision to allow the recently merged
Everything Everywhere (formed by the merger of Orange UK and T-Mobile UK
in 2010) to vary its 1,800MHz 2G spectrum licences to allow use of 4G (LTE and
WiMax) technologies. The licence variation includes the spectrum within this band
that Everything Everywhere undertook to divest as a result of its merger. Everything
Everywhere is expected to launch its 4G services, subject to any legal challenges by its
competitors, in advance of Ofcom’s auction of 2.6GHz and 800MHz spectrum in 2013.
vi

Emergency services bandwidth prioritisation

The Universal Services Directive, a further part of the Telecoms Reform Package,
introduces several extended obligations in relation to access to national emergency
numbers and the single European emergency call number (112). Prior to the Universal
Services Directive, obligations to provide free and uninterrupted access to national
and European emergency numbers applied only to providers of publicly available
telephone services only. Under this Directive however, these obligations are extended
to all undertakings that provide to end users ‘an electronic communication service for
originating national calls to a number or numbers in a national telephone numbering
plan’; the UK has mirrored this wording in its revisions to General Condition 4 under the
Act. Such electronic communication service providers are therefore required to ensure
that a user can access both the 112 and 999 emergency call numbers at no charge (and
without the use of any cards or coins), and, to the extent technically feasible, make caller
location information for such emergency calls (meaning information indicating the
geographical position of the terminal equipment of the caller) available to the relevant
emergency response organisations.
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V	MEDIA
The UK media and entertainment industry continues to feel the effects of the advent of
digital content and converged media platforms. The transition from traditional forms
of media distribution and consumption towards digital converged media platforms is
changing the commercial foundations of the entertainment and media industry in the
UK. Politicians, lawyers, economists and members of the industry are all grappling with
new business models to monetise content and control frameworks to provide sufficient
protection for the rights of content creators and consumers alike.
i

Restrictions on the provision of service

The service obligations and content restrictions described for the UK communications
landscape in Sections I to IV of this chapter apply to providers of digital content and
converged media platforms. The regulatory framework described in these paragraphs
applies to network operators and content providers alike in the context of the transmission
of digital content across these converged media platforms.
ii

Digital switchover

‘Digital switchover’ is the government’s nationwide programme to move all television
services from analogue to digital between 2008 and 2012. Ofcom’s role in the switchover
process includes licensing the broadcasters, planning the use of the radio spectrum and
assisting on coverage issues. According to Ofcom, the penetration of digital television
reached 96.2 per cent of all UK homes in the first quarter of 2012 as more regions switched
to digital. Ofcom’s wider role includes how best to use the spectrum (approximately
800MHz) that is freed up as a result of the digital switchover (as discussed in Section
IV.v, supra).
iii

Internet-delivered video content

Digital content has driven new forms of consumption of, and interaction with, media
and entertainment content in the UK. This is primarily taking place on the Internet and
as in other parts of the world the UK has seen a rapid rise in the use of IPTV and Web
2.0 on converged media platforms.
Web 2.0
Web 2.0 is characterised as facilitating communication, information sharing,
interoperability and collaboration for users on the Internet. Users are empowered and
encouraged to play a more active role in the creation and consumption of content that
has given rise to the concept of user-generated content (‘UGC’). UGC has created issues
of liability and ownership that have been addressed to some extent by legislation (see the
references to the Digital Economy Act Section III.iii, infra) and in court. The application
of the Digital Economy Act is reliant on the ability of copyright owners to notify ISPs
of potential copyright infringement. To do this copyright owners will send details of the
infringement, including IP addresses, to ISPs. However, courts in the UK continue to
cast doubt over the use of an IP address as evidence that an individual has downloaded
content unlawfully. Given this, as well as US authorities suggesting that a provider of
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Web 2.0 content will not be liable for copyright infringement if it removes material from
its site when notified by the copyright owner, along with the formal challenges to the
Digital Economy Act (see Section III.iii, infra), it remains to be seen how the Digital
Economy Act will interpreted in the UK over the next 12 months.
On 26 June 2012 Ofcom issued a consultation on the Online Infringement
of Copyright (Initial Obligations) (Sharing of Costs) Order, which was laid before
parliament. The consultation, which closes in September 2012, addresses how Ofcom
should calculate the level of charges that participating copyright owners will have to pay
to Ofcom for the costs of setting up and running a scheme for reporting online copyright
infringement under an ‘initial obligations code’ for ISPs.
IPTV
IPTV typically describes a platform that allows users to stream television content using
the Internet or via mobile telephone networks. The key benefit of IPTV is that it allows
a user to interact with the content because data can flow both ways in an IP network.
IPTV is growing rapidly in the UK and this growth is predicted to continue, particularly
in light of the new spectrum being made available as a result of the digital switchover.
IPTV is being made available by a range of content providers in the UK,
including public broadcasters (BBC’s iPlayer, ITV’s ITV Player, Channel 4’s 4oD), cable
and satellite providers (both Virgin Media and BSkyB offer broadband-based VOD
products), mobile operators (including Vodafone, Everything Everywhere (Orange and
T-Mobile), O2 and 3), fixed-line operators, ISPs, online aggregators and websites. The
mobile operators continue to investigate mobile television offerings and this technology
should see dramatic acceleration following the auction of 4G spectrum in 2012 (see
Section IV.v supra).
To further facilitate user access to IPTV, the BBC, ITV, Channel 5 and BT have
collaborated on an open-technology offering so that viewers with Freeview or Freesat
and a broadband connection can access catch-up and on-demand programming via
their televisions from online services such as BBC iPlayer. This initiative has been called
‘YouView’ (previously known as ‘Project Canvas’). In June 2010 the BBC Trust (the
BBC’s independent regulator) gave its approval to YouView and the Office of Fair Trading
found that it did not give rise to a merger qualifying for substantive investigations.
YouView was officially launched in July 2012 and is set to be marketed heavily to UK
consumers over the coming year.
VI

YEAR IN REVIEW

On 4 August 2010, Ofcom referred to the Competition Commission for investigation
the supply and acquisition of subscription pay-TV movie rights and the wholesale supply
and acquisition of packages that include core premium movies in the UK. On 19 August
2011, the Competition Commission provisionally found that BSkyB’s control over payTV movie rights in the UK was restricting competition between pay-TV providers thus
limiting innovation, reducing choice and increasing price for consumers. However, the
Competition Commission subsequently revised its analysis in light of the launch of a
stand-alone OTT subscription VoD services by Netflix and LOVEFiLM and the proposed
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launch of a similar service by Sky. On 23 May 2012, the Competition Commission
published a revised provisional findings report. In this report, although the Competition
Commission maintained its provisional views that Sky does have market power in the
pay-TV retail market, it found that Sky’s position with regard to the acquisition and
distribution of movie content on pay-TV did not give it such an advantage over its
competitors so as to adversely affect competition in the pay-TV retail market. On 2
August 2012 the Competition Commission confirmed its revised provisional findings.
In addition, on 8 August 2012 the Competition Appeal Tribunal (‘the CAT‘)
upheld Sky’s appeals against Ofcom’s decision in relation to the pay-TV market,
which required Sky to offer wholesale access to its premium sports channels. The CAT
rejected the argument that Ofcom did not have jurisdiction under Section 316 of
the Communications Act 2003 to make such an intervention in the pay-TV market.
However, the CAT concluded that Ofcom’s primary competition concern (that Sky
was deliberately withholding wholesale supply of premium channels in pursuit of
strategic incentives unrelated to normal commercial considerations of revenue and profit
maximisation) was unfounded. The CAT found that Ofcom misinterpreted the evidence
regarding commercial negotiations between Sky and other parties, and believed that,
contrary to Ofcom’s findings, Sky had in fact engaged constructively in negotiations.
Further, the CAT concluded that other key competition concerns identified by Ofcom
were also unsupported by the evidence, notably its concerns regarding the terms of
supply to Virgin Media and the subsequent impact on Virgin Media’s competitiveness.
The other story that dominated the headlines in past 12 months was the
uncovering of wide-scale phone hacking by journalists. In July 2011, a scandal broke
out surrounding the News of the World newspaper, when reports surfaced that journalists
had hacked into the voicemail accounts of a 13-year-old murder victim, Milly Dowler,
as well as relatives of soldiers who had been killed in Iraq and Afghanistan. These reports
provoked public outcry that led to the Leveson Inquiry, a government investigation into
the role of the press and the police in the phone hacking scandal. While hacking had
certainly taken place previously with former reporters admitting that phone hacking was
common at News of the World, it was rare for the Crown Prosecution Service to commence
proceedings, particularly when the resulting stories exposed the antics of celebrities or
uncovered activities of politicians, exposure of which is deemed in the public interest.
That said, in 2007 Glenn Mulcaire, a private investigator hired by the News of the World,
and Clive Goodman, the then-royal correspondent, were imprisoned for intercepting
voicemail messages of Prince William, Prince Harry and their aides.
What has come out of the current proceedings is a clear message from the
Crown Prosecution Service, in an open letter to the Guardian newspaper in 2011,
that prosecutions will in future be pursued on the basis of a wider interpretation of
the meaning of ‘interception’, to include intercepting stored messages after transmission
(e.g., voicemail or e-mail). While this was arguably always the case based on the wording
of Section 2(7) of the Regulatory Investigative Powers Act, the renewed emphasis on the
legality of interception of voicemails by the press, coupled with the significant adverse
reaction of the public, means that we can expect to see more prosecutions against those
journalists that work outside the law. The Leveson Inquiry is ongoing.
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CONCLUSIONS AND OUTLOOK

This year is likely to continue the pattern, set during the past few years of austerity, of
retrenchment and consolidation of communications regulation as exemplified by the
integration of Postcomm into Ofcom and reduction in frequency of reviews of media
ownership and public service broadcasting. There is also likely to be a more limited
overhaul of the Communications Act 2003 with a White Paper setting out some proposals
for change expected in early 2013 with a draft Communications Bill shortly thereafter.
Ofcom has set its policy priorities for 2012 to 2013 to include the following:
promoting competition and investment in delivery of superfast broadband, auctioning
of the 800MHz and 2.6GHz spectrum bands, securing the provision of the universal
postal service, reviewing the regulation of video on demand services and advising the
government on measurement of media plurality.
In terms of data protection, the Draft Data Protection Regulation proposed a
radical new European data protection framework, directly applicable in each Member
State. The European Commission’s aims behind the proposed draft are clear: to strengthen
individual privacy rights, expand data controller and data processor responsibility and
accountability, and harmonise the rules across Europe. The significant changes introduced
by the Draft Data Protection Regulation have been met with criticism and controversy,
however, meaning the finalisation and implementation of the revised regime is likely to
be some years away.
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